AUTHMAC_DH: A New Protocol for Authentication and Key Distribution
Step 1 The following assumptions are made: 
In order to obtain expression for T mes , the system queues are modeled as:
The client queue is modeled as an M/G/1 queue.
The server queue is modeled as an M/G/1 queue.
The SM queue is modeled as an M/D/1 queue.
The network queue is modeled as an M/G/1 queue.
Performance Analysis of the Kerberos Protocol
The steps of the protocol are:
Step 1: A sends to the AS a request to communicate with B Transmitted message of Step1: [A, B]
Step 2 Step The following assumptions are made: In order to obtain expression for T mes , the system queues are modeled as:
The AS queue is modeled as an M/D/1 queue.
The network queue is modeled as an M/G/1 queue. The performance is analyzed for the following case:
-Two message lengths are assumed: one for L = 1000 bits and the latter for L = 1 Mbits.
-Two encryption speeds are assumed: one for TAES = 1
Mbps and the latter for TAES = 1 Gbps.
-Two network rates are assumed: one for C = 1 Gbps and the latter for C = 10 Gbps. 
Conclusions
The AUTHMAC_DH protocol has the following advantages over the Kerberos protocol:
-The compromise of messages exchanged during authentication and key distribution will not lead to the disclosure of the symmetric key itself.
-No need for clock synchronization.
The use of MAC will fasten the proposed protocol.
The AUTHMAC_DH protocol has a comparable performance with the Kerberos protocol for short messages and outperforms it for large messages.
Future Work
Ensure the correctness of the AUTHMAC_DH protocol using logical tool (such as BAN logic) to make sure that it does not contain redundancies or bugs.
Implementation of the AUTHMAC_DH protocol to ensure the given results.
